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Endpoint Management & #2HEl 0|2l 0| S (FQDN).

Endpoint Management QIAEA O|F. 7|2HOE QIARA 0| F2 zdmO|H CHAEXIE FEELICH
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7|2 LE 84430|M TE HS E HATH AL i0S SE0| AFEE = ZE,

« 7|2 ZE 4430 ZE HS E HASH AR Endpoint Management?t HZ S $2f5t= ZE,
« Citrix Gateway2| M| URL.
o« MEH AFEOZ, Endpoint Management 22| X}2| O|H| Y =4,

« TR0 71512 = PEM YA QIS A.

Secure Hub& 21Z A + 2|8 &= 215 1M

Secure HubZt Q1Z M2t Y38 A AL S 5t= ot EES AEIK QIBSHEE Citrix ADCE #4E &
D o

UELICE O] 7142 ZHKX|0i| Active Directory 2 S H7|X| b= 2ot Hot FMS HSELIC

Secure Hub7t O] R&2| QIF 2 ALESEE M52 Citrix ADCH| A Citrix Gateway 212 A2 Lt
EtLi= X-Citrix-AM-GatewayAuthType: CertAndRSA &40 AL2X} XM SE 6|HE & st= HEHY

aef Y A HAMS FoFELICh

Aty
-

U™ O Z Secure HubE Endpoint Management 2&0| A=l Citrix Gateway 212 R3S
LICt. J2{L} O] HE = Secure HubZt Mg 2022 b= Uf7HX| Secure HubOllA AtEE 4= l&LICH

[t2tA Secure Hub7t O|E et = A= E AEXL X|F 6|5 7F 2L

P

g=3cl

¥k

Endpoint Management®t Citrix ADCOl| CHE 212 S8 0| d™El 22 Citrix ADC #40| sid 7
|

o
Mg xHAo|stL|Ct, XFM|SH LIE Citrix Gateway 2 Endpoint ManagementE & XSHAA| 2.

1. Citrix ADCO|A Configuration > AppExpert > Rewrite > ActionsZ 0| S&fL|C},

2. AddE Z2!gfL|Ct,

Create Rewrite Action $tH0| L}EFEL|C}

3. OtS O2lof| EAl=I 2 2} ZEE A2 C}S CreateS 22/ 8fLCY.
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Create Rewrite Action

MName*

|InsertGatewayAuthTypeHeader |

Type™

| INSERT_HTTP_HEADER v |

Use this action type to insert a header.

Header Name*

X-Citrix-AM-GatewayAuthType ‘

Expression Expression Editor
| Operators - ‘ Saved Policy Expressions - ‘ Frequently Used Expressions - Clear
"CertAndR3A”

Evaluate

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.

Comments

7|2 Rewrite Actions 2tHO| C}S 21t 7F LIEFELIC

MNetScaler > AppExpert » Rewrite > Rewrite Actions C) 9 H

‘ Show built-in Rewrite Actions Search =
Name | Type | Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_rw_act insert_after_all TEXT VN +windowlocation.pathname.s plitly/A)[1]+4 N\ +wi.. re~asubstry(0,34) toLlowerCase\[\)==\"%2f\"\Ja=

InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayfuthType "CertAndREA"
4 3

4. MEE EAS THEE Mo = JHA M of| HEIZ BELICE Configuration > NetScaler® Gateway

> Virtual Servers= O|S%t LIS 7HA MHHE MEHBIL|CY

Dashboard Configuration Reporting Documentation Downloads #

+ System NetScaler > NetScaler Gateway » NetScaler Gateway Virtual Servers O 0 H
+ AppExpert o .
Add ‘ Edit (b | Delete ‘ ‘ Statistics ‘ Visualizer | ‘Acnon = Search =

+ Traffic Management N

Name \S)(ate | IP Address | Port ‘ Protocel Maximum Users Current Users Total Connected Users
+ Optimization

_XM_gwcamamappc8 @Up 10.71.1230 443 ssL 0 3 3
+ Securty SessionTranster @Up 10711230 o0 sst 0 0 0

= NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

+ User Administration
KCD Accounts

+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
++ XenMobile
4 XenApp and XenDesktop

&4 Unified Gateway
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5. HES SEHCH

=

o
N
0z
x

M E

Tfot2 B e SBLICH

Profiles

Net Profile
TCP Profile

HTTP Profile  mshttp_default_strict_validation

Published Applications

No Next HOP Server
1 STA Server

No url

Other Settings

ICMP Virtual Server Response  Passive

RHI State Passive
Redirect to Home page true
Policies

Request Policies

3 Session Policies
2 ClientlessAccess Policies

5 Cache Policies

‘ Done ‘
8. M MEf Lo M REHY S HEf gLt

9. f¢ Mef oM SEHE MEELIC.

T4 ot HO|AM ot 2 A3 E5H0

Listen Policy Expression

https://camamappc8.camam.net:844

Choose Type

Choose Type

Policies

Choose FPolicy™
Rewnte

s Torra®
Choose Type

Response

Cancel

Help

Advanced Settings

+  Content Switching Policies
+  SSL Profile

+  SSL Policies

4+  Intranet IP Addresses

4 Intranet Applications

+  Portal Themes

+ EULA
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11.

12.

Choose Type X
Policies ,f
Choose Policy Choose Type
Rewrite Response

Policy Binding

Select Policy”

Click to select ‘®| e ‘

Binding Details

Prionty™

lwool l

Goto Expression®

‘EI\D v
.

S S2ysrct,

o
12
rx
=2

>
o0
N
or
rot
0

o[ U= SHHO| LHEFELICY.

Choose Type Rewrite Policies

Rewrite Policies O x
Show
‘ ) . . built-in
% Add | | Edit ‘ ‘ Delete ‘ ‘Show Bmcmgs‘ |Fohcy Manager‘ | Statistics ‘ |Actlon 7 | Rewrite Search v
Policies
‘ Name Expression Action Undefined-Result Action ‘ Hits Undefined Hits ‘ Active
®  InsertGatewayAuthTypePolicy  true InsertGatewayAuthTypeHeader Use Global 0 0 *
. Mo =als o o =als o o
Yo Aot Mo HS ST S ME S S=IL|Ch YA HiQlE SHHO| CEA| LEEFLEL MEADE A
Of X FLIC
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Choose Type

Choose Type 0O x

Policies f

Choose Policy Choose Type

Rewrite Response

Policy Binding
Select Policy™

InsertGatewayAuthTypePolicy > | + |f‘

» More
Binding Details

Priority”

"IOO ‘

Goto Expression®

HiRIF 0| 450t 2t =&l M=2Hd HMO| EAIE 7|2 71 S} FHO| LIEFEL|CY.

M-I Hol vl o]0|X|(/en-us/mobile-productivity-apps/media/Worx-Home-cert-auth-NS-bind-

successful.png)

14. S MR HEE HeiH M2hd Y= SO

THEHE M N2 "2 0]0]X|(/en-us/mobile-productivity-apps/media/Worx-Home-cert-auth-NS-

rewrite-policy.png)

Android ZX|2 ADS HZE 2t TE Q7 AEt

ZE 142 Secure HubO| A HZBH= Android ZX| 7 2| AL | E9{ 3 LHOJ|I A Citrix ADSOI| A M| A 2~ )
CE HEPLICH ADSE Soll M3 == 22t HH0|EE CREEY I ADSO| UMASH= 7|s2 S
Ct. ADS HE2 ZEA| MHe} 2 2tE|X| 22 = ASFLICE O] ALI2| 20| M= ADS HZO| ZEA| MHE
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Android % iOSE& Secure Hub= Android & X|7} ADSOf| AN ASHE = S{E6H{OF SFL|CEH XEA|SH LY
82 Endpoint Management MEAQ| ILE Q1 AISHS At XTSHMA|QR, O] EAI2 OFRHIRE XE

4430 M O|RO{FLICt. 7| & & E2 0| HMAE 51 ESH=E HAEUS 7580| =&LICL 0| 84

S BHY = @l= 142 Secure Hub 10.22 ¥ 12{|0|=35}X] gb= 20| EELILE S HO| AL

ASM DY S MESHHH L3 B 74 Q45 +&sH{OF RLICH

« Endpoint Management % Citrix ADC 1S ME SZBLICt Q15 A= PEM & 4]0|0{0F 5tH 712l 7
7} ol 37K QI Z AMo{oF gfL|Ct.

« Citrix X| # &0l 22[5t0] QI M 0 &gzt RFS FMEYLILE 0] 2-HoM ASME LEUA EL
Ct.
MZ2 ASM 1F 7 A2 FX|7F SE5t7| Toll ADSO| HZsHOF ghL|Ct. oA 5t X7t S=EE|
= 2tE0f oigt x| 2oF HE T} Secure HubO| A MISELICH EX[7F ADSO| HZg 4= L™ Secure
HubE TX| S52 51 80HX| SLICE WetA LHE HIEH 3 LHOl M ADS HMAE 7HESHE A2 FX S
£8 7ts6H o= ol Qe Ct

Android& Secure Hub2| ADSH| CHot BN A E 51252 H CHS IP 24 3 FQDNO|| CHsH ZE 4432 &
L|C}.

FQDN IP F4 ZE IPY EZE AR
discovery.mdm.ze 52.5.138.94 443 Secure Hub - ADS &
nprise.com A
discovery.mdm.ze 52.1.30.122 443 Secure Hub - ADS &
nprise.com A
ads.xm.cloud.com 34.194.83.188 443 Secure Hub - ADS &
: SecureHub HH 2

10.6.15 O| &0 M=
ads.xm.cloud.com
E Ar8ELICE

ads.xm.cloud.com 34.193.202.23 443 Secure Hub -ADS &
: SecureHub HH M
10.6.15 O| &0 M=
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Android2 A|F0 5|5
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I0OSE A7 §E=

O] 2|20 d5 &Y A MO =F ArZ0| ZoE|0f ASLILH.
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0l: Google Device Administration AP12| AFE ZETH0| Android QE Aldst= & X[0f| 0| X[= Sekof| Chet ™
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Secure Hub 19.7.5 %
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O] EE|Aa0= 45 g A HIO +F Argo| Ze=|0f ASLICE

AndroidE 2%t Secure Hub
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« 7|1E MH ASM M| GH: O M ASME JA| MALX (2 LEALER) = 2tz E W7HX| Of
B MH QASME AL X[H X R,

MI& EELL 1B M7t Citrix MEOf| =7t 7|5 X2 At 7t (H|0| EELICY.

QASA + 2|8 &= 2T

Citrix ADCE 14510 Secure HubZt 215 A2} 2

E [ |
g = USLICE o] 42 EX|0]| Active Directory 2X &

Secure HubZt 21Z A + 22| 8 &= RAQ| QIE5S MESIEE MM LIS AU A|L. Citrix
ADCO||M Citrix Gateway 212 &2 LIEIL|= X-Citrix-AM-GatewayAuthType: CertAndRSA &

MOl AERL X SH oI E M Usts M2HY 2 3 MEY FH S 7ML

UH™M O 2 Secure Hub= Endpoint Management 2&0| 724 &l Citrix Gateway 212 2
LIC}. O2{L} O] BE &= Secure Hub7t X2 2128 2tz a Ii7tX| Secure HubM|A| At 4= & LICT

k2t AFR X XN SlICi 7} HeBtL|Ch,

Endpoint Management®} Citrix ADCOl| CHE 212 R 0| @™ & Z< Citrix ADC T40| HH
ELICE XtM|et Li 82 Citrix Gateway 3! Endpoint ManagementE & ASHYA| 2.

1. Citrix ADCOH|A Configuration > AppExpert > Rewrite > ActionsZ 0| SgfL|C},

2. AddE S=gL|Ct.

Create Rewrite Action 0| LIEHEL|C}.

3. L2 2= EAlE 2 2t 2EE A2 LS CreateS S & LIC}
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Create Rewrite Action

MName*

|InsertGatewayAuthTypeHeader |

Type™

| INSERT_HTTP_HEADER v |

Use this action type to insert a header.

Header Name*

X-Citrix-AM-GatewayAuthType ‘

Expression Expression Editor
| Operators - ‘ Saved Policy Expressions - ‘ Frequently Used Expressions - Clear
"CertAndR3A”

Evaluate

In string expressions, string constants and expressions can be concatenated with "+" operator. Please make sure that string constants are enclosed in double quotes.

Comments

7|2 Rewrite Actions 2tHO| C}S 21t 7F LIEFELIC

MNetScaler > AppExpert » Rewrite > Rewrite Actions C) 9 H

‘ Show built-in Rewrite Actions Search =
Name | Type | Target Expression Expression Pattern
ns_cvpn_sp_js_checkout_rw_act insert_after_all TEXT VN +windowlocation.pathname.s plitly/A)[1]+4 N\ +wi.. re~asubstry(0,34) toLlowerCase\[\)==\"%2f\"\Ja=

InsertGatewayAuthTypeHeader  insert_http_header  X-Citrix-AM-GatewayfuthType "CertAndREA"
4 3

4. MEE EAS THEE Mo = JHA M of| HEIZ BELICE Configuration > NetScaler® Gateway

> Virtual Servers= O|S%t LIS 7HA MHHE MEHBIL|CY

Dashboard Configuration Reporting Documentation Downloads #

+ System NetScaler > NetScaler Gateway » NetScaler Gateway Virtual Servers O 0 H
+ AppExpert o .
Add ‘ Edit (b | Delete ‘ ‘ Statistics ‘ Visualizer | ‘Acnon = Search =

+ Traffic Management N

Name \S)(ate | IP Address | Port ‘ Protocel Maximum Users Current Users Total Connected Users
+ Optimization

_XM_gwcamamappc8 @Up 10.71.1230 443 ssL 0 3 3
+ Securty SessionTranster @Up 10711230 o0 sst 0 0 0

= NetScaler Gateway

Global Settings
Virtual Servers
Portal Themes

+ User Administration
KCD Accounts

+ Policies

+ Resources
+ Authentication

Show Unlicensed Features

Integrate with Citrix Products
++ XenMobile
4 XenApp and XenDesktop

&4 Unified Gateway
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Profiles

Net Profile
TCP Profile

HTTP Profile  mshttp_default_strict_validation

Published Applications

No Next HOP Server
1 STA Server

No url

Other Settings

ICMP Virtual Server Response  Passive Listen Priority
RHI State Passive Listen Policy Expression  NONE
Redirect to Home page true ShareFile

AppController

L2 Connection false

Policies

Request Policies

3 Session Policies
2 ClientlessAccess Policies

5 Cache Policies

‘ Done ‘
8. M MEf Lo M REHY S HEf gLt

9. f¢ Mef oM SEHE MEELIC.

Choose Type

Choose Type

Policies

Choose FPolicy™
Rewnte ¥

s Torra®
Choose Type

Response v

Cancel

6. 7h AH 71 SHHOM Of2i = A3 E5H0] YH L2 0| SFfLIC.
=

https://camamappc8.camam.net:844

Help

Advanced Settings

+

+

Content Switching Policies

SSL Profile

SSL Policies

Intranet IP Addresses

Intranet Applications

Portal Themes

EULA
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When do users see an
authentication prompt?

starts when....

Offline authentication —

secondary container unlock is e W I e = [STE)

(initial) container unlock is required

required
Triggered by Maximum Offline Period MDX
Triggered by client property policy or NetScaler Gateway Session B
setting for the inactivity timer: expiration/forced timeout (check-in with vxiislglael:?gtgzu?y
(idle use in apps that use the XenMabile to refresh policies through g 7y
container) wWorx Home and check on the NetScaler 9¢
Gateway token)

NetScaler Gateway

Session time-out

policy - Inactivity
timer elapses

L ]

NetScaler Gateway
Session forced time-
out policy elapses®

Max Offline Period
MDX policy expires.

Reauthentication is required when users do the following:

* Openan managed app after the inactivity timer expires
(secondary container unlock)

* When signing off Worx Home and then opening a managed
app (primary and secondary container unlock)?

NetScaler token is invalid because
session time-out (inactivity) timer
elapsed orwas forced to elapse

I |

Is the App Passcode
policy set to ON Device flips to Worx Home and
(default)? users must authenticate to the

NetScaler Gateway.

Does the user have cached
Active Directory with Worx
PIN credentials or client
certificate?

No need to unlock
the secondary
container

Is Touch ID (i0S)
configured?

Users must enter
Users can enter a

their Active
weemer | ey
p credentials

Users can enter a
Worx PIN or
passcode

Users can enter a
Touch ID (i0S)

1 If you set the session forced time-out policy to a lower value than for the inactivity time-out policy, the forced time-out policy
overrides the inactivity time-out policy.

2 To see how these situations differ for i0S and Android devices, see the Credential Types section in Authentication Prompt
Scenarios in the Citrix documentation
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ste Xt @I 2121 7|

EXtof|A| =telsliof ot &R0 HAIELILE 0| 32 Q152 ERHA| &L O &2
>4

rno 4o

Fod gt 21 77 MDX M&0]| 2t Endpoint Management2t H|3Q10| 2 M = Endpoint
Management’} Secure HubE Sl X2 FA|8H0f 5= AUOIO|EEl M S ZX| e ol ehdetL|Ct.
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XAt LH 82 Citrix Endpoint Management AH A2| Android Enterprise 882 HXSHA2.
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e
>

FaceTime Calculator

2O
rT®0

Extras Go eting _TestFlight ~ MyID for Citrix

Secure Hub

2. AEXI7t Secure HUbE Al

metE =02l 0|F)S =t

0
CHS CH3 2 228LICt Secure Hub 20| A|ZHEIL|CE Endpoint
Management?| It XtH ZHE X|&st= B Secure Hub= A X0 A| Citrix PINS 4 -d5t2t=
HAIX|E EAIRLICE
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ciTRIX
Secure Hub

FPlease enter the credentials
provided by your organization.

com

Please wait. ..
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9:41 AM

citrIX
Secure Hub

Please enter the credentials
d by your organization,

Enroll Your iPhone

ur iPFhonea and your work

Yes, Enroll
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citrix

Secure Hub

Create a Citrix PIN to simplify
signing on.

P

@

GHI JEL MMO
7/ 8 9
PORS TUV WHYZ

&

| 0

3. AFEXt= X[HOf| w2t ADE XtA SES 4HefL|th. AZ2HAl SHHO| LIEHLET QR 2EE At

2h= HIAIXIZF EA|ELIC.
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Scan the QR code
displayed on the kiosk

4. A-EX= FIEE H2A M HEE AOME 7LE 2|Hof| AeL|Ch J2{H QA3 E Aol QR ZE7¢

BEAE| D AFE XA 2HIE FXIE AHE0t0] REE AZHSIEHE HIA[X[ZF EA[ELIC

A7 TE IO E 0|0|X|(/en-us/mobile-productivity-apps/media/derived-credentials-kiosk2.png)
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PIN ZE X E 0|0|X|(/en-us/mobile-productivity-apps/media/derived-credentials-secure-hub-

pin.png)
PIN2 21538t = Secure Hub= QIZANE CHREZERILICH O3 CHS AIEX= TED
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Endpoint Management 2&0( M K| HEE H2{H CH2 & SHLIE A 2.
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Eolmet SES 2=
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Citrix Endpoint Management™ Z&& S0f
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EE N4

1. 22|X} XA S AFESHH Citrix Endpoint Management 2&0f| 2318t C},
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3. /| EEBLOR

4. 7| Z =0 enrollment.twofactor.token.hintE ¢!
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1
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7. 24 o 4t olEof thist B S |

Settings -~ Client Properties ~ Add New Client Property

Add New Client Property

JQl Hio|x[of SIE EA

|£ Z =0 enrollment.twofactor.token.hint

SE0|M A X[E 7|1 S HEiBfLIC

of 232 HIO|X|0f| SIEZ HA|E HIAES

Key

Key

Value

Name

Description

e

|SE = JAELICE 0] &

ES AR} 25 915

Custom Key -
enrollment.twofactor.token.hint

Please check your mail for security token/PIN

enrollment twofactor token hint

Please check your mail for security token/PIN. This is where to get your security token/PIN.

EJ} LIEFLL|CY,
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Android 7|7| 8 &= g2l (7= 0|2] E7))

0| 7Is2 7/7] £ 24t 2EZ SEE Android 7|70 HE & LICE,

Secure Hub for Android 24.8.0 Z2|AEE Secure Hub= Citrix Endpoint ManagementE Sl 22| X}
7t ot EMof Cish Android 7[7|2] & E+E QleLIC of2{et & &4 20lo= Ct30| ZetE L

Ct.

21717t 8 E E0HA] A2 AL Xt 717]0f ChE EE 0| LIEHELICE

Found 2 retained objects grouped a...

Tap for mare details

Secure Hub

Citrix Secure Hub

Your device is non-compliant based on
your organization's standards and all apps
are locked,

Citrix Secura Hub 501 pu
Select to launch

USE for file transfer
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HT
2
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T

ol

You need to update settings on this
device.

Your company needs you to adjust
these settings to comply with
organizational policies.

Set a more complex passcode
Passcode too simple, it should

meet requirements ordered by
your organization.

RESOLVE

Install required apps ~

Click RESOLVE to go to google
play store to install required apps:

- Google Drive

RESOLVE

Uninstall forbidden apps -

Click RESOLVE to uninstall
forbidden apps:

- WeChat
- TikTok

MEXHE SiE HES S2I5I0 sl EXME HEY &= ASLICL

« 1 E7L SEE WK B2 FH2 JEIZ FX|ELCH

oA S=0f =715t £ A 9I H2S HHE = ASLICH XAISELHE2 Android 717
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